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ABSTRACT

When a vulnerability occurs in a program, it is documented and published through CVE. However, some vulnerabilities do
not disclose the details of the vulnerability and in many cases the source code is not published. In the absence of such
information, in order to find a vulnerability, you must find the vulnerability at the binary level. This paper aims to find
out-of-bounds read vulnerability that occur very frequently among vulnerability. In this paper, we design a memory area
using memory access information appearing in binary code. Out-of-bounds Read vulnerability is detected through the designed
memory structure. The proposed tool showed better in code coverage and detection efficiency than the existing tools.
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Source Code:

int a(10); int b(10);
al0) = 4;

b(5) = 5;

Intermediate Represent in BAP:
mem:= mem with (RBP-0x60, el):u32{-0Px4
mem:= mem with (RBP-0x1C, el):u32{-0xbc

Fig. 1. Missing buffer boundary information
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2.2.1 Dynamic Binary Instrumentation (DBI)
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Table 2. Comparison of memory tools

(defmethod call-return (name len ptr)
(when (and len ptr (= name 'malloc))
(memcheck-acquire ‘malloc ptr len)))

(defmethod call (name dst src len)
(when (is-in name ‘memmove ‘memcpy
‘memcmp)

(check/both dst src len)))

Heap Stack
Technology 00B 00B
Address
Sanitizer CTI ves ves
Mudflap CTI yes some
Valgrind DBI yes no
Dr.Memory DBI yes no

2.2.2 Symbolic Execution(7| S Al8H)
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Fig. 2. Detection code provided by BAP
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Memory Store:
mem = mem(RBP + offset):size (- (value)

Memory Read:
Reg := RBP + offset

Memory Read (Dereference):
Reg := mem(RBP + offset):size

Fig. 3. Variable address collection pattern
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1) IR in BAP

mem = mem with (RBP - 0xD) {- 0
RCX := mem(RBP - OxES8, el):u64
RAX = low:64(RBP - 0x70)

2) Collected variable address
RBP-0x8:u64, RBP-0xE0Q, RBP-0x70
RBP-0x7D, RBP-0xE8:u64, RBP-0xD
RBP-0x78:u64

3) Recovered Stack structure

RBP - OxE8: 8(Byte)
RBP - O0xEO0: 99(Byte)
RBP - 0x7D: 1(Byte)
RBP - 0x78: 8(Byte)
RBP - 0x70: 99(Byte)
RBP - 0xOD: 1(Byte)
RBP - 0x08: 8(Byte)

Fig. 4. Stack Memory Layout Recovering
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Global:
char sre[100];
[Constant]

Dereference: Heap:

char * src: - src = malloc(100);
src = array; RAX Register

Stack:
char src[100];
[RBP — offset]

I

v

Memcpy(dest, src, size)

Fig. b. Patterns of buffers at source address
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strlen(Buf); mem := memwith [RSP, el]:u64 <- OX6DE 9HE A= ASE 93, EdE WH4E AMLs)
call @strlen with return %0000042a 0:1 Heap —zr_)ﬁ:é‘ %0}9_}‘:} 75]_?‘ }\D]— ‘6]—7(] 1:!]—
mem := mem with [RBP - 0xD] <- 0 ’
RAX := low:G4[RBP - 0x70] (RBP - offset] 3eolA "J”\i Helat HE=EA
Buf[100-1] =\0’ | RDI := RAX o A wo ok
strlen(Buf); RSP :=RSP - 8 = 37]‘/] = Ho]'ux_ ]JZ]— :]—‘:H"]' /H
mem = mem with [RSP, el]:u64 <- 0x8B Stack :rLZ:E'_ 1?—%1 _?_oﬂ.__ 3“1:1- Subroutine
call @strlen with return %00000126 =
(@4)7h b %79 Stack FEE A o
Fig. 6. Two patterns for accessing buffers on = A= v27 Global 999 A% & <

the Stack
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Instruction

RAX := mem[0x203020, el]:u64

mem := mem with [RBP —0x78,el]:u64 <-RAX
RSI := mem[RBP—0x78, el]:u64

RDI := mem[RBP—0x70, el]:ub4d

RDX:= 0x64

call @malloc with return %00000081

Fig. 9. Global address in binary code

AX A" F Q] Wi 4 Bux uz
Global ¥ #2258 frA|sfokaie}

3.4.4 Dereference TAUM F7| HE AlH

Dereference® @@ W47l 718712 9le AR
7F o8 #Ee F4E vkl e
Dereference? %% o2 ez} 9l 4 v} &

el 4] Stacke]yt Heap H¥E xste=
A el Shbici o g
5 9 4 & 3xd 5 9l
dx = W A9 Fig. 10.
o} 7ol &l F4 } 1) 7)s HR 2EE g2
of A3 F420 Ar)E At Mo 2] AR
&

o A
i
2
ob,
=

5 gldlo]E &}
gz e sfebrlEy v dae Rige
FEshe A5 W o FadlA 2= o)) o)

Fpel SeleE grale 49 BT Ik
@47k 53u0] Sfelels Eal o wslE BE
3= 7Agoltt. 4 slelulele] A9 RDI, RSI

RDX #A~E & o] g3t A

Fig. 11.¢} 2] m&sl= &5 A7} call 3]
A RDI9} e HA2ElE A3 Fxdle b
s 2% f3ATt. o 4
Subroutine Stack T+x& ?-EHO]ﬁ ?YPD} kR
= ¥4 B AZYE Aduke WuY 37| o] &

Instruction

mem := mem with [RBP - 0x7D] <- 0

RAX := low:64[RBP - OxEO]

mem := mem with [RBP - OXES8, el]:u64 <- RAX
RAX := low:64[RBP - 0x70]

RDX:= 0x43

[ RBP - OXE8: 100(Byte) :l
RBP - OXEO: 100(Byte)

RBP - 0x7D: 1(Byte!
RBP - 0x78: 50(Byte

RBP - 0x70: 100(Byte)
RSP :=RSP-8

mem := mem with [RSP, el]:u64 <- 0x100
call @memset with return %00000278

Fig. 10. Find size information in dereference

Function A
RCX := mem[RBP - 0x128,el] RBP —OxES: 100(B
RDI := RCX X e

Call @Function B with return %000042a RBP - OXEO: 100(Byte)

Function B RBP - 0x7D: 1(Byte)
mem:=mem with [RBP —-{0x78,el]:u64<-RDI RBP - 0x78: 50(Byte

RBP - 0x70: 100(Byte)

RCX := mem with [RBP — 0x78,el]:u64

RSI := RCX |___RBP-OxD:1(Byte) |
RDI:= RAX RBP - 0x8: 0(Byte)

Call %memcpy with retyrn %00000159

Fig. 11. Function Parameter

slod Stacke] Z7] HRE .

W 772 ole T4 M) 325 ¥
o HEFe Hxsle A v E BAska
gt M= 5141—4 a271s & ‘F Mk

U= i}
3&5E ¥49 Subroutine Stack TxE B
ozl

Fig. 12.9} #eo] o] 2Righe AGd o
RAX #A2HE o]83p7] wied s35= 52
kAt RAX HA2HE qFA35ke] 355 g
A2l Stack FZxoA =7 ARE A 5 353
£ ¥4 B9 RAX HAAHE 9 5}04 IEeE
9] Stack®] Z7] ARE dlo]E g}
Function A

RBP - OXES: 100(Byte)
RBP - OXEO: 100(Byte)

RAX := mem[RBP - 0x128,el]

Function B _RBP-0x7D: 1{Byte)
RBP - 0x78: 50(Byte

RBP - 0x70: 100(Byte)
mem := mem with [RBP — 0x78,el]:u64 <-RAX RBP - 0xD: 1(Byte)

call @Function A with rethirn %000159

RBP - 0x8: 0(Byte)

Fig. 12. Function Return

= £ memcpy, memmove, strncpy
3 AlE ARE ]88t FHoPdS wHIg
T s 35T o s 35 ks ]
o a5 52 source TA9} size?ks Ealgie}
Out-of-bounds Read®] 7% Fig. 13.¢} #o]
3¢l FHdo=Z Buffer Under-read¢t Buffer
Over-read?} &A1&t} Buffer Under-read$
A% source ARE FQlste] dk F4 wr} 2o
FAaE dow €xgt}. Buffer Over*read«] 7
st g F
o g3}

2 source?] F49} sized #TH
2ol A AsAl W Rt 2 e ¢



RBP - OxE8: 100(Byte) A

RBP - OXEO: 100(Byte) Buffer Under-Read

RBP - 0x7D: 1(Byte)
RBP - 0x78: 50(Byte)

RBP - 0x70: 100(Byte) Buffer Over-Read

RBP - OxD: 1(Byte)
RBP - 0x8: 8(Byte) v

Fig. 13. Out-of-bounds Read

35.1 Buffer Under-Read ErX|

F o3t el A Buffer Under-Read s 4|38}
7] YAE sourced] F4ut F=As =}l Fig.
14.9} 3ro] wizle] =Z7]e| Atglel sourceolA] A
HE ig Faok vleluel ddber Relle] Faw
o} e Fa g WAo] whAsld whx| gk}

Instruction

data = dataBuffer- 8; RAX :=RAX -8

char dest[100];
memset(dest,'C', 100-1);
dest[100-1] ="\0";

memmove(dest, data, 100*sizeof(char)); | RSI := mem[RBP - 0x70, el]:u64
dest[100-1]="\0";

mem:=mem with [RBP - 0x70] <- RAX

call @memcpy with return %00000159

Fig. 14. Buffer Under-Read Detection Method

35.2 Buffer Over-Read EfX|

F kgl g<eellx Buffer Over-Reads ©4|3)
7] Y = sourced F429 sizeS Felsof 3
t}. Over_Read® A% #l9 W= =275 7|&2
2 7715 Yo Buffer Over-Read, WA %2
W AP el ATe]7] wltelct. i FHebdS w4
817 YA B3k StackTR2E ARE3ET}

Fig. 159,]. 7&0] _ZHO_FE'Y]- 5]-/\___ /K]Hi?‘ﬂ- lﬂ
sourced|A] AlHEE W FA4E Fslo] o
Wee] z77] ARE 72l 9 =] AR FH

Instruction [RBP-0x128:50(Byte] |
RDX := 0x64 . RBP - 0x120: 50(Byte)
src,size)

RCX := mem[RBP - 0x128, HH'“I_,
RAX := low:64[RBP - 0x70) SRC: RBP-0x128(50) RBP - OXEO: 100(Byte)

RSl :=RCX
RDI := RAX > |SIZE: 0x64(100)
RSP :=RSP -8

mem := mem with [RSP, el]:u64 <- 0xA4
call @memcpy with return %00000159

RBP - 0x70: 100(Byte)
Buffer Over-Read

RBP - 0x8: 1(Byte)

Fig. 15. Buffer Over-Read Detection Method

B =we] Ajke whe Ass Hrksb] 4l
71&e MR Hobd ©#] =74 BAP_toolkit¥}
vl AT A H7kE QI HaEACRE
NISTelA A3tz = Juliet Test Suite
C/C++E& dasksith(31). Juliet Test Suit:s
1127H8] CWE A&ES AlFsta slod, 7 HA%A
AEES = Wiol AA FHekde] EA3l= Bad
Pk vt AHRE AR AR gl
Good¥r= o]Fo1x Slth. 3ld HEAlA =
CWE:126 Buffer Overread 870712 Alsiz}al=}
CWE:127 Buffer Underread 116871 A3}s}
o] EAgH}

s Aok AZEE Table 3.91%0] chakat 3
B BAY S ol PR FRE ol FoiA 9l
[e]

3y
o} 2 =Fo] Aokt T BAP_toolklt-‘Jr mhzk
72 #HPHS ©XE 9 memcpy, memmove

= mﬂg].oq ]okx—]o E]-;(]
3t =7 memcpy, memmove2]
] ]é“& At AR ks elsl] g8
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Table 3. CWE-125 Vulnerability types

Testcase CWE126 | CWE127
loop 194 176
memcpy 176 176
memmove 176 176
fgets 48 48
fscanf 48 48
rand 48 48
socket 96 96
strepy 36 352
large 48 0
negative 0 48
Total 870 1168
4.1 &8 Zn
Table 4. BAP_toolkit®} ¥ i=3o] #l|qkgt

o) wla Astolrt, % 203870e] Akl Fol
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Table 4. Summary of comparison for the proposed approach vulnerability detection in Juliet test suite.

Test . Progr . Known (proposed approach/BAP_toolkit)
case CWE | Function | = " | Functions | g o FP FPR TP TPR
Bu malloc 96 322 96 6/0 | 2%/0% | 80/39 | 83%/41%
gveerr alloca 80 268 80 8/0 | 3%/0% 8/0 10%/0%
“onq | new_char [ 96 322 96 10/0 | 4%/0% | 10/0 11%/0%
“I;eg;i decalre 80 268 80 6/0 | 2%/0% | 54/0 68%/0%
e Buft malloc 96 322 96 8/0 | 3%/0% | 46/0 48%/0%
Ui dg; alloca 80 268 80 6/0 | 3%/0% | 46/0 58%/0%
ood | new_char |96 322 96 8/0 | 3%/0% | 46/0 48%/0%
decalre 80 268 80 6/0 | 3%/0% | 46/0 58%/0%
Sum 1184 704 2360 704 58/0 | 3%/0% | 336/39 | 48%/6%
4] memcpy, memmove # AsPste] 70479 ¥l T A A7Re 3A7F 06HoE 7]E9
vehd Folw] o] g mEF CSEbe] gt} TRy oS g8407 B}
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